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STATE OF HAWAI’I
DEPARTMENT OF EDUCATION
P.O. BOX 2360
HONOLULU, HAWAI’I 96804

Large-Scale Assessment
Test Security Plan
Test Security Policy and Associated Procedures
The security of assessment instruments and the confidentiality of student information are vital to
maintaining the validity, reliability, and fairness of the results.
All test items and test materials are secure and must be appropriately handled. Secure handling
protects the integrity, validity, and confidentiality of assessment items, prompts, and student
information. Any deviation in test administration must be reported as a test security incident to
ensure the validity of the assessment results. Failure to honor security severely jeopardizes
student information and/or puts the operational test at risk.
Everyone who administers or proctors the statewide large-scale summative assessments is
responsible for understanding the test security procedures for administering the assessments.
Test security incidents, such as improprieties, irregularities, and breaches, are behaviors
prohibited during the assessment administration, either because they give a student an unfair
advantage or because they compromise the secure administration of the assessment items.
Whether intentional or by accident, failure to comply with test security rules, either by staff or
students, constitutes a test security incident. Improprieties, irregularities, and breaches need to
be reported in accordance with the instructions provided in the Test Administration Manual(s).
Item security rules include but are not limited to the following:






Unless assigned as an accommodation, no copies of the test items, stimuli, reading
passages, performance task materials, or writing prompts may be made or otherwise
retained. This includes using any digital, electronic, or manual device to record or retain
an item.
Descriptions of test items, stimuli, printed reading passages, or writing prompts must not
be retained, discussed, or released to anyone. All printed test items, stimuli, and reading
passages must be securely shredded immediately following a test session.
Test items, stimuli, reading passages, or writing prompts must never be sent by email or
fax, or replicated/displayed electronically.
Secure test items, stimuli, reading passages, or writing prompts must not be used for
instruction.
1

HI-069_HIDOE Large-Scale Assessment Test Security Plan_20150429





No review, discussion, or analysis of test items, stimuli, reading passages, or writing prompts
at any time, including before, during, or between sections of the test, is allowed by students,
staff, or test administrators. Student interaction with test content during a test is limited to
what is dictated for the purpose of a performance task.
No form or type of answer key may be developed for test items.

Test administrators or other individuals who have witnessed, been informed of, or suspect the
possibility of a test security incident that could potentially affect the integrity of the tests or the data
should follow the steps outlined below and the TIDE User Guide located at:
http://alohahsap.org/SMARTERBALANCED/resources/

 Impropriety (Low Severity Level)
Unusual circumstances that have a low impact on the individual or group of students who
are testing and have a low risk of potentially affecting student performance on the
assessment, test security, or test validity. Examples include, but are not limited to, the
following:








Student(s) making distracting gestures or sounds during an assessment session that
creates a disruption in the session for other students
Student(s) leave the testing room without supervision
Student(s) accessing or using electronic equipment (e.g., cell phones, PDAs, iPods, or
electronic translators) during testing for purposes other than cheating or sharing test
information
Students talking during testing
Student(s) accessing the Internet during an assessment session
Administrators or Coordinators leaving instructional materials on the walls in the testing
room

These circumstances can be corrected and contained at the school level using the test
security required action steps.
Impropriety Reporting Procedure:
1. School administrator/staff take corrective action and document impropriety in the Test

Security Incident Log. (The log can be downloaded at
http://alohahsap.org/SMARTERBALANCED/resources/.)
2. Incident is mitigated as necessary by school staff and state coordinator notified of
mitigation.
3. Designated school coordinator records the impropriety in TIDE within 24 hours of the
incident.
4. Designated state coordinator reviews TIDE record of impropriety according to state
protocols and authorizes TIDE appeal.

 Irregularity (Moderate Severity Level)
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Unusual circumstances that impact an individual or group of students who are testing and
may potentially affect student performance on the assessment, test security, or test validity.
Examples include, but are not limited to, the following:














Student cheating or providing answers to each other
Disruptions to an assessment session, e.g., fire drill, school-wide power outage
Administrators or Coordinators failing to ensure administration and supervision of the
Smarter Balanced Assessments by qualified, trained personnel
Administrator gives incorrect instructions that are not corrected prior to testing
Administrator or teacher does not present class activity prior to Performance Task
administration
Administrators or coordinators giving our the username and password for authorized
users to other individuals, including other authorized users
Administrator allowing students to continue testing beyond the close of the selected
testing window
Administrator or teacher coaching or providing any type of assistance to students that
may affect their responses
Administrators providing students with non-allowable materials or devices during the
assessment administration or allowing inappropriate accommodations during an
assessment administration
Administrator allowing anyone other than a student to log into the assessment unless
prescribed as an allowable accommodation in the student’s IEP.
Administrator or test coordinator sending a student’s name and SSID together in an
email message.
Administrator providing a student access to another person’s work/responses

The circumstances causing the irregularity should be corrected at the school level, but
submitted in the TIDE online system for resolution of the Appeal for testing impact.
Irregularity Reporting Procedure:
1. School administrators/staff report/document impropriety in the Test Security Incident
Log. (The log can be downloaded at
http://alohahsap.org/SMARTERBALANCED/resources/.)
2. Incident is mitigated as necessary by school staff and state staff is notified of mitigation.
3. Designated state coordinator records the irregularity in TIDE by the end of the day that
the incident is discovered.
4. Designated state coordinator authorizes TIDE appeal.
5. State reviews TIDE record of irregularity within 24 hours of reporting.

 Breach (High Severity Level)
An event that poses a significant threat to the validity of the assessment. Examples may
include such situations as a significant release of secure materials or a significant
repeatable security/system risk. Examples include, but are not limited to, the following:
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Administrator or Coordinator modifying student responses or records at any time
Administrator allowing students to take home assessment items, reading passages,
writing prompts, or scratch paper that was used during the Assessments or failing to
otherwise securely store assessment materials
Administrators or students copying, discussing, or otherwise retaining test items, stimuli,
reading passages, writing prompts, or answers for any reason. This includes the use of
photocopiers or digital, electronic, or manual devices to record or communicate a test
item. This also includes using secure test items, modified secure test items, reading
passages, or writing prompts for instructional purposes.
Secure test materials are shared with the media by anyone
Administrator, Coordinator, or student improperly removing secure testing materials such
as test items, stimuli, reading passages, writing prompts, or scratch paper from the
testing environment.

These circumstances have external implications for the Consortium and may result in a
Consortium decision to remove the test question(s) from the available secure bank. Severe
incidents requiring immediate attention (such as a release of secure materials or a
repeatable security/system risk), are to be reported immediately to the Student Assessment
Section at (808) 733-4100, hsa/SAS/HIDOE@notes.k12.hi.us, and, for Smarter Balanced
assessments, to the Smarter Balanced Help Desk.
Breach Reporting Procedure:
1. School administrator/staff report breach to the state coordinator by phone.
2. School administrator/staff contain the incident as necessary.
3. School administrator/staff document the incident in the school Incident Log and in TIDE
if necessary. (The log can be downloaded at
http://alohahsap.org/SMARTERBALANCED/resources/.)
4. School administrator/staff stand ready to receive further state guidance on dispensation
of the event.
5. State lead alerts Smarter Balanced Help Desk by phone and follows up with written
submission.
6. State coordinator reviews the incident and containment strategies employed by the
school and authorizes TIDE appeal, if necessary.
7. State stands ready to receive further Consortium guidance.
8. Smarter Balanced Help Desk contacts designated Smarter Balanced staff.
9. Designated Smarter Balanced staff contacts the state lead and assist in state level
mitigation.
10. If necessary, Smarter Balanced communicates mitigation strategies to all Consortium
members.
Test administrators and school test coordinators who have witnessed, been informed of, or
suspect the possibility of a test security incident that could potentially affect the integrity of the
assessments and data should follow the steps outlined in the Test Administration Manual.
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The Hawaii Department of Education’s Office of Human Resources will use the current
regulations that detail the disciplinary actions that may be taken for certified and classified
employees who have been determined to be directly involved in a Smarter Balanced
Assessment security incident that affected the integrity of the assessments and data. School
principals will use the current student disciplinary action regulations that may be taken with
students who have been determined to be directly involved in a Smarter Balanced Assessment
security incident that affected the integrity of the assessments and data.
At the completion of the administration of all Smarter Balanced assessments at a school, the
School Test Coordinator shall fax the Test Security Incident Log to the Student Assessment
Section at (808) 733-4483. The school shall archive the original document and provide it upon
request. If a school has no test security incidents to report then no faxed document will be
required.
Test Security Training Plan and Associated Procedures
A webinar that includes a power point presentation and questions and answers regarding the
Smarter Balanced Administration and Test Security Procedures will be provided for the
principals and staff members prior to the beginning of the testing window. The webinar
information will be posted on the Hawaii Department of Education’s Smarter Balanced site for
access and review.
To ensure consistent administration across all participating schools in every Smarter Balanced
state, all Test Administrators (TAs) should complete the Test Administration training modules
located on the Hawaii Smarter Balanced Assessment Portal, at
http://alohahsap.org/SMARTERBALANCED/resources/.
The principal is responsible for ensuring that Test Administrators and any individuals who will be
administering the Smarter Balanced Assessments have read and understand the Smarter
Balanced Test Administration Guide, the Smarter Balanced Usability, Accessibility, and
Accommodations Guidelines, and associated Smarter Balanced training modules.
The Hawaii Department of Education will use its current criteria that describe which individual
(staff or otherwise) may be designated as test administrators or other roles related to the
administration of all statewide student assessments including the Smarter Balanced
Assessments.
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Consequences for Students and School Staff Who Use Electronic Devices to Breach the
Security of Any Test Item Included in a Statewide Student Assessment
The Test Administrator must direct each student who enters the testing room with a cell phone or
any other electronic device to turn it off, put it in a back pack or bag, and place the back pack or bag
in a designated, secure area in the testing room that cannot be accessed during the test session. If a
student does not have a back pack or bag, the Test Administrator will provide a box in which the
electronic device will be placed after the student’s name is written on a post-it-note and affixed to the
electronic device. The box will also be placed in the designated, secure area in the testing room.
This is a new test administration requirement that is being implemented beginning with 2013-14 to
ensure students do not use these electronic devices to access the Internet in order to obtain
information that can be used to answer any online or paper/pencil test items. This test security
procedure also prevents students from using their phones to take pictures of test items and post
them on social networking sites. Any of these actions constitute a breach in test security and
will result in the invalidation of a student’s score for an assessment or exam.
Due to the importance of test security for all of the statewide assessments, any school that has a
student or staff member who uses an electronic device which results in the breach of a test item will
be subject to the following actions/consequences:
1. The involved student’s incomplete test or complete test that has been scored will be
invalidated by the Department of Education’s Student Assessment Section.
2. The school administration will be responsible for determining the consequences for the
involved student per the Hawaii Administrative Rules, Title 8, Chapter 19 and/or the
consequences for the involved certificated or classified staff member per the Office of
Human Resources procedures.
3. The school administration and test coordinator must retrain the staff regarding the test
security requirements for all statewide assessments during a face-to-face meeting.
4. The test administrator who was conducting the test session when an electronic device was
used by one or more students or a staff member will be required to retake the Test
Administrator Certification Course in order to administer any additional assessments to
students.
5. The school will be required to have a second adult present in the testing room with the test
administrator who was conducting the test session when the electronic device was used to
breach the security of one or more test items during each subsequent test session for the
remainder of the current school year.
6. The school will be required to pay for the cost of each test item that was posted on a social
networking site which required its removal from the current online, adaptive item bank.

6

HI-069_HIDOE Large-Scale Assessment Test Security Plan_20150429

7. The school must submit its detailed testing schedule that includes the date, time, and student
seating chart for each test session for all statewide assessments administered during the
remainder of the current school year and the next school year.
8. Unannounced site monitoring by the Complex Area Superintendent’s identified staff and the
Systems Accountability Office’s staff as determined by Superintendent Matayoshi may
extend beyond one school year.
The school administration and the test coordinator are directed to use the current procedures in the
Test Administration Manual to report test security violations and cheating for the English Language
Arts and Mathematics Assessments , HSA Science Assessment, Hawaii State Alternate
Assessments for Reading, Mathematics, and Science, End-of-Course Exams for Algebra I, Algebra
II, Biology I, Expository Writing I, and U.S. History, and the Explore, Plan and ACT Plus Writing
Tests.
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APPENDIX A. Glossary of Test Security Terms
Breach
(1) an event, intentional or not, that results in the inappropriate exposure of test items or answers that
could potentially impact the accuracy of the test results; OR
(2) an action by others before, during, or after a test administration to impact student test scores (e.g.,
educators changing student answer sheets).
Cheating
General term that can include educator or student misconduct or improprieties that includes intentional
misbehavior or unethical practices.
Compromise
Disclosure of test items or forms; can be intentional or unintentional. May also refer to changing the
interpretation of a test score or changing the test score itself.
Data Forensics
The use of analytic methods to identify or detect possible cheating. Procedures can include evaluation of
score gains, aberrance or person fit, erasures, latency analysis, similarity analysis, and examination of
changes in student responses (wrong-to-right, right-to-wrong, wrong-to-wrong).
Impropriety
Inappropriate misconduct; a more serious offense than an irregularity. The difference between impropriety
and irregularity is usually defined in perception of the degree, intent, and/or effect of the misconduct.
Irregularity
This includes many different activities, not necessarily cheating, but anything unusual that happened
during testing, such as the fire alarms went off or a power outage.
Misconduct
Misbehavior during testing, such as inappropriate proctoring or other violations of standard testing
protocol.
Security Investigation
Follow-up activities regarding possible cheating or piracy of test materials. Typically involves the
collection of evidence, review of available information, interviews of suspected staff, and summary of
findings from the investigation.
Test Piracy
Stealing of test forms, items, prompts, or other secure testing materials, often for the purpose of selling
the materials to others.
Test Security Kit
Security-related procedures, processes, and regulations, including the escalation path to be followed in
the event of a test security breach.
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